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1. PURPCSE

The purpose of this Directive is to ensure the inplenentation of
a MSFC Information Technology (I T) security programthat neets

m ni mum Federal and Agency requirenents and adequately protects
the MSFC I T investnent, while supporting the enterprise, program
and project activities of the Center. These policies are
consistent with NASA Policy Directive (NPD) 2810.1, and NASA
Procedures and Guidelines (NPG 2810.1, “Security of Information
Technol ogy,” to require that all information stored, transmtted,
or processed w thin NASA networks be safeguarded consistent with
the level of risk and potential for inpact to Agency m ssions
that may result fromloss, alteration, unavailability, or msuse
of the information.

2. APPLI CABI LI TY

This Marshall Policy Directive (MPD) applies to all enployees,
MBFC contractor enpl oyees, to the extent of the in-force contract
or grant, in achieving MSFC m ssions, prograns, projects, and
institutional requirements. The directive addresses all MSFC IT
resources, including all networks, systens, services;
applications connected to the MSFC I T network infrastructure; and
all MSFC IT resources outsourced to: (1) another Center;

(2) anot her Governnent Agency; or (3) a commercial facility.

3. AUTHORITY

This policy directive is maintained by the MSFC Ofice of the
Chief Information Oficer (CO and is authorized by NPD 2810. 1,
“Security of Information Technol ogy.”

4. APPLI CABLE DOCUMENTS

a. Ofice of Managenent and Budget (OwvB) Circul ar A-130,
“Managenent of Information Technol ogy Resources”

b. NPD 2810.1, “Security of Information Technol ogy”
c. NPG 2810.1, “Security of Information Technol ogy”
d. MG 2810.1, “Security of Information Technol ogy”

e. MG 1410.2, “Marshall Managenent Directives Systent
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5. REFERENCES

None

6. DEFI NI TI ONS

a. Conprom sed Resource. An IT resource for which access to

system (“root”) level privileges or rights is gained by an
unaut hori zed user

b. |IT Resource. A conputer workstation, data or application
server, network connectivity or protective equi pnent, or other
dat a- processing el ement that provides an IT system application,
or service function.

c. |IT Security Team A group of representatives of MSFC
organi zations, including contractor IT service providers and
out sourcers, to coordinate IT security program planning and
i npl enent ati on.

d. Line Manager. A civil service departnent manager or group

| ead who exercises adm nistrative or operational controls,

whet her directly or through del egated technical civil service or
contractor staff, for an IT resource in his/her area of
responsibility.

e. MSFCIT Security Infrastructure. The network of data
processing elenents including firewalls, data routers and
swi t ches, hubs, and gateways that interconnect MSFC I T resources
to provide Centerwi de security features against external threats
and intrusions.

f. Software Patch. A set of software codes or routines that
forms an update or “fix” to an operating system application, or
data file.

g. Stand-alone Resource. An IT resource that is not connected
to a data network.

7. PQLI CY

This Directive is in concert with the requirenments of NPD 2810. 1,
“Security of Information Technol ogy,” to ensure adequate security
is provided for all MSFC information which is collected,
processed, transmtted, stored, or dissem nated.

MSFC I T security resources shall be acquired, used, and retired
in a manner which (1) includes and integrates high-performance
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security architectures; (2) maxim zes integrated architectures
and standards; (3) contributes to open, standardi zed, scal eable,
i nteroperabl e, and yet secure IT environments, to the extent
practicable; (4) nmeets m ssion needs; and (5) is cost effective.

7.1 Security Infrastructure

The MSFC I T network security infrastructure shall be pl anned,
devel oped, installed, and nmaintained in an integrated, Centerw de
configuration that maxi m zes data perfornmance and operati onal
serviceability, with an enphasis on danmage contai nnent and
recovery potential capabilities followi ng a security incident.

The I T infrastructure shall conprise host networks inplenented
with levels of protective isolation and separation between
network segnents to provide required security features. Al MFC
networked I T resources shall be connected to the MSFC I T
infrastructure in a manner that accounts for their mninmm
security needs, the assessnent of the value of the information
processed by the resource, the assessed risks to that

information, and the simlarity of security needs and risks to

t hose of other connected resources.

7.2 Stand-al one Resources

Stand-alone IT resources, while not required to neet the security
requi renents of any particular host network, shall nonethel ess
nmeet the m nimumsecurity requirenments given in NPG 2810.1

7.3 Ri sk Managenent

The | evel of security risk to IT investnments shall be managed

t hrough the conduct of resource vulnerability scanning and risk
assessnents, and the devel opment of conprehensive security plans
for individual resources, considering the major factors in risk
managenent: (1) the value of the resource; (2) the perceived or
real threat or threat level; (3) operational vulnerabilities;

(4) recovery of operations; and (5) the effectiveness of current
or proposed saf eguards.

7.4 Life-Cycle Decisions

Li fe-cycl e-based pl anni ng, budgeting, and investnent control

deci sions shall be made to mtigate IT risks consistent with
advances in I T networki ng and data processi ng devel opnents, and
sound techni cal and busi ness judgenent, while conplying with MSFC
pl anni ng, capital investnment, and prograni project nmanagenent
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processes. Funding requirenents shall be identified to, and
addressed by, in-place and projected funding resources.

7.5 Proper Use

Al'l 1T systens and services on any MSFC domain network are
Federal resources and shall be used only for authorized purposes.
A warning and notification shall be provided on all MSFC IT
resources at time of systemlog-on or challenge for user

aut henti cati on, advising the user of the potential for system and
keystroke nmonitoring of the user's activity, as well as possible
di sciplinary action and prosecution arising from unauthorized use
of the resource.

7.6 Incident Response and Recovery

Security incidents shall be identified and addressed in a nanner
appropriate to the criticality of the inpacted IT resource and
associ ated data. Conprom sed resources shall be isolated from
the MSFC network infrastructure until remedi ated per processes
described in MPG 2810.1. Follow ng a security incident, a
description of the incident, steps taken to stabilize the

i npacted resource, and neasures planned, reconmended, or
enployed to mtigate further incident occurrences, shall be
docunented for use in nethods of continuous inprovenent of the
MSFC I T investnment. The estimted cost inpact due to a security
i ncident shall be calculated and included in required incident
metrics reporting.

7.7 Training

Al'l MSFC enpl oyees shall receive adequate training to properly

fulfill their IT security responsibilities. Al contractor

enpl oyees shall be infornmed of these security responsibilities,
with appropriate training provided to the extent allowed by the
provi sions of their contract.

7.8 Access

User access to MSFC I T resources shall be granted in accordance
wi th NPG 2810.1 and shall include the mnimmprivileges
necessary for the resource users to acconplish their assigned
tasks. Were required, appropriate personnel screening for users
shall be conpleted prior to granting of access to MSFC I T

resour ces.
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7.9 Periodic Review

Net work architectures and security infrastructure
i nterconnections shall be periodically reviewed to assure a
provi sion of adequate |evels of security.

7.10 Conpliance

The pl anni ng, acquisition, installation, use, and retirenment of
MSFC I T architectures, systens, applications, and networks shal
conply with applicable Federal, Agency, and MSFC I T policies,

gui dance, and requirements. It is the responsibility of all MSFC
enpl oyees and contractors (to the extent provided for by the in-
force contract or grant) to conply with this policy and rel ated
gui dance. Failure to conply may result in isolation of the
affected or subject IT resources fromthe MSFC network
infrastructure, and/or adverse adm ni strative personnel or
crimnal action.

7.11 Wi ver

Al'l requests for waiver to this docunent shall be submtted to
the MBFC O fice of the C1O for review and consideration before
bei ng processed per MPG 1410. 2.

7.12 Admnistrati on and Managenent

Those personnel responsible for adm ni stration and nmanagenent of
MBFC I T resources shall receive training adequate to the |evel of
their responsibilities, and shall install, configure, operate,
and mai ntain those resources per the requirenents of Federal,
NASA, and MSFC policy, with special enphasis on the tinely
installation of software security updates and adequate personnel
access control s.

7.13 Passwords

Al'l users and adm nistrators of MSFC I T resources shall inplenent
password creation and usage practices per NPG 2810. 1.

7.14 Data Backup
Al'l information processed by MSFC I T resources shall be

mai ntai ned with data backups adequate to the sensitivity and
val ue of the information involved.
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7.15 Retirenent and Di sposal

All MSFC IT resources shall be retired or disposed of in such a
manner so as to protect the confidentiality of the information
processed during the use of the resource. Third-party |icensed
software shall be protected to the extent required by the

requi renents of the owner's usage |license.

8. RESPONSI BI LI TI ES

Al'l MSFC enpl oyees are responsible for the security of MSFC I T
resources. Specifically, the security of individual MSFC IT
resources is the ultimte responsibility of the resource owner
organi zation, with specific responsibilities assigned to the
cogni zant |ine manager for the resource. Certain MSFC

organi zations identified in this policy directive shall perform
key IT security roles and duti es.

8.1 Chief Information Oficer (ClO

The MSFC CI O shall provide managenent oversight for ensuring the
confidentiality, integrity, and availability of all MSFC IT
resour ces.

8.2 |IT Security Manager (I TSM

The MSFC I TSM i s responsi ble for the planning, coordination, and
oversight of initiatives and neasures to ensure the
confidentiality, integrity, and availability of MSFC IT resources
and information, consistent with the operational needs of MSFC s
m ssi ons, prograns, and projects.

8.3 Ofice of the CIO

The MBFC Ofice of the C1Ois responsible for the inplenentation
of all Centerwide MSFC IT security infrastructure services to
adequately neet policy and guidelines prescribed by Agency and
MSFC directives, and for the integration of security
configurations of individual MSFC I T resource owners.

8.4 Enployee Organi zational and Devel opnment Departnent (EODD)
The MSFC EODD is responsible for inplenentation of a Centerw de

| T security training program in coordination with the activities
of ITSM to adequately neet Federal, Agency, and NMSFC
requirenents.

8.5 IT Security Team
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The IT Security Teamis responsi ble for devel opi ng coordi nat ed,

Cent erw de pl anni ng, approaches, and architectures for a MSFC I T
security programthat is adequate to ensure the confidentiality,
integrity, and availability of MSFC I T resources and information.

8.6 Oganizational Conputer Security Oficial (CSO

MSFC Organi zational CSGCs are responsible for the coordination of
| T security for conputer resources or services residing in, or
served from that organization. This includes the establishnent
of managenent controls and conmuni cati on processes to the

organi zation's personnel to ensure that inplenentation of IT
security requirenents is consistent with MSFC m ssion needs,
policy, and gui dance.

8.7 System and Networ k Admi ni strator

System and Network Adm nistrators of MSFC I T resources shal
install, configure, operate, and maintain those resources in
their areas of control per all applicable Federal, NASA, and NMSFC
| T security policies and gui dance.

8.8 | T System Li ne Manager

A civil service line manager who is functionally associated with
an I T resource shall be responsible for ensuring the resource
perfornms as designed and neets the needs of custonmers and data
owners. If the resource is operated by a MSFC contractor, this
responsibility shall be assigned to the cognizant civil service
manager for the resource or contract.

9. RECORDS
None
10. MEASUREMENTS

Measurenents shall be collected and eval uated at | east annually
to assess the effectiveness of this policy by nmeasuring the
degree of conpliance with assignnents of responsibility for IT
security, the establishnent of security plans, the review of
security controls, and the docunented authorizations that
security plans are adequately inplenented.
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11. CANCELLATI ON
MPD 2810.1 dated November 22, 1999

Oiginal signed by
Axel Roth for

A. G Stephenson
Director
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